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ABSTRACT 
 
 
 
Network firewalls have been receiving a lot of critics from the Internet 
community since many security incidents originated from the Internet could 
successfully bypass firewall protection.  This condition is caused by the incapability of 
firewalls to cope with the rapid growth of the Internet technology, especially for 
dealing with active content.  The static behaviour of the firewall becomes the root of 
this problem.  Motivated by this condition, this study aims to improve the security of 
network firewalls by activating its mechanism.  Here, active firewall is defined as a 
firewall aware of the conditions of its surrounding network and capable to identify and 
to develop the security requirements for guarding the protected network.  To 
implement the active firewall, a security strategy to combat the Internet threats is 
defined by developing an Internet access model that consists of the models of intranet 
users and external parties.  Three security strategies were formulated, i.e. minimizing 
unprotected internal users, minimizing untrusted external parties, and minimizing the 
interaction between unprotected internal users and untrusted external parties.  Hence, 
the implementations of active firewall that consist of initialisation and runtime 
processes follow these strategies.  In the initialisation process, three methods were 
developed namely close-condition, open-condition and lattice-based. In the runtime 
process, three methods were also developed, namely fuzzy-based, agent-based, and 
zero-based configuration.  The combinations between each initialisation and each 
runtime process produced five active firewall systems, namely OF, LF, OA, LA, and 
CZ.  Evaluations on each active firewall system were based on RFC 2979, a standard 
behaviour of and requirements for Internet firewalls.  Two stages of evaluations were 
conducted, namely security analysis and comparative study.  The results of the 
evaluations showed that active firewall was capable to combat Internet threats.  And it 
was also proven that LA delivers the best security and usability compared to other 
proposed active firewall methods. 
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ABSTRAK 
 
 
Sistem dinding api rangkaian komputer menerima banyak kritikan dari 
pengguna sejak pelbagai ancaman keselamatan dapat melepasi sistem pertahanannya.  
Keadaan ini disebabkan oleh perkembangan keupayaan teknologi dinding api tidak 
selari dengan perkembangan teknologi rangkaian yang berkembang dengan pesatnya, 
terutamanya yang berkaitan dengan kandungan Internet yang aktif.  Ciri statik yang 
ada pada dinding api dikatakan sebagai punca kepada masalah di dalam sistem 
keselamatan rangkaian ini.  Oleh yang demikian, kajian ini bertujuan memperbaiki 
tahap keselamatan dinding api rangkaian, dengan mengaktifkan mekanismanya.  
Dinding api aktif didefinasikan sebagai dinding api yang sensitif terhadap perubahan 
yang berlaku di dalam persekitaran rangkaian.  Ia juga berkeupayaan mengenalpasti 
serta membina keperluan bagi keselamatan pertahanan rangkaian.  Bagi melaksanakan 
model ini, strategi keselamatan terhadap ancaman Internet dikenalpasti dengan 
membina model capaian Internet yang mengandungi model pengguna intranet dan 
pihak luaran.  Tiga kaedah dibentuk dalam strategi ini iaitu menggurangkan pengguna 
dalaman yang tidak dikawal, menggurangkan pihak luaran yang tidak dipercayai, dan 
mengurangkan interaksi antara pihak dalaman dan pihak luaran.  Seterusnya, proses 
inisialisasi dan proses masa larian dalam dinding api aktif  dilaksanakan mengikut 
strategi yang ditetapkan.  Bagi proses inisialisasi, tiga kaedah dibangunkan iaitu 
keadaan-tertutup, keadaan-terbuka dan kaedah berasaskan kekisi.  Sementara bagi 
proses masa larian pula, kaedah berasaskan fuzzy, kaedah berasaskan agen dan 
konfigurasi berasaskan sifar dibina.  Gabungan bagi kedua-dua proses ini 
menghasilkan lima sistem dinding api aktif iaitu OF, LF, OA, LA dan CZ.  Seterusnya, 
penilaian ke atas setiap sistem tersebut dibuat berdasarkan kepada sistem penilaian 
piawai tindakbalas keperluan sistem dinding api Internet, iaitu RFC 2979.  Pada 
peringkat penilaian ini, dua fasa dilakukan iaitu analisa keselamatan dan kajian 
perbandingan.  Keputusan penilaian menunjukkan dinding api aktif yang 
diperkenalkan mampu untuk bertahan dari ancaman Internet.  Seterusnya, ia terbukti 
bahawa LA menghasilkan sistem keselamatan yang lebih kukuh dan kebolehgunaan 
yang lebih baik berbanding kaedah lain yang dibina. 
